
Making sense of cyber 
security certifications



Established Cyber Resilience Framework (PAS555)

SCRM; ISO27026

Cyber Governance framework (ISO27014) 

Incident Response, Business Continuity integration

Embedded ISMS, CMMI, SOC2

ISO27001 Certification

10 Steps to Cyber Security

PIMS; PCI DSS; 20 Critical Controls; DSP Toolkit

Cyber Essentials Plus certificate

Cyber Essentials Certificate

The Basics
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We know, it’s driving you crazy – which certificate is right for my organisation because 
we hear so many different acronyms; customer and partner requirements – quite 
frankly, it’s a minefield. 

This datasheet is an attempt to help you navigate, on the basis of risk and legal/governance guidance, to 
make the right choices for your organisation as the cost to attain, let alone maintain and re-certify are an 
added cost to your budget.

Here it is, short and simple – the cyber security Maturity Model:

The simple version

This is by no means meant to devalue one cyber certification over another, but to show you that by 
combining certificates (being mindful of the additional costs to manage and maintain these) that their 
value increases significantly.

There are others not documented and delivered against within this model – however, our Security, Risk 
and Compliance Team are available to discuss these and others that may be deemed relevant for your 
organisation, as well as discuss our services around supporting you to attain, maintain and develop 
these standards across your organisation.
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As with anything in life, using a combination of cyber security standards ensures 
that you are better covered, however, there are always cross-over elements and if 
conducted separately these can increase the cost to your organisation to implement, 
attain and maintain.

Here are some examples of shared certifications that blend together, to create an integrated 
management system to reduce resources, costs and time.

ISO27001 and ISO22301
By combining ISO27001 Information Security with ISO22301 Business Continuity, you can attain both 
standards for just a fraction more cost than undertaking any one of these, as they share ~ 70% of the 
same controls.

ISO27001 and Cyber Essentials (Basic)
Delivers not just a certificate across the five keys areas for Cyber Essentials (Firewalls, Secure 
Configuration, User Access Control, Malware Protection and Patch Management), but aligns policies, 
processes, governance and training across your whole organisation and pulls in Human Resources, 
Development, Supplier Controls and much more.

ISO27001 and Data Security and Protection Toolkit (DSP Toolkit)
Aimed at the NHS, the DPS Toolkit delivers an online self-assessment cyber security overview of your 
organisation; however integration with ISO27001/ISO22301 delivers substance for policies, controls and 

Combinations
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demonstrable deliverables to deliver a more robust set of certification requirements.

ISO27001, ISO22301 and ISO31000
By undertaking all three ISO standards, alongside your ISO9001 (Quality), you deliver a robust, 
comprehensive, integrated management system that addresses information security controls, alongside 
your business continuity requirements, mapped across your organisation risks, all integrated and 
mapped to deliver core efficiencies when determining and meeting your organisational objectives.

PAS 555 + ISO27001
PAS 555 offers a framework that defines the outcomes of good cyber security practice that extends beyond 
the technical aspects of cyber security, to encompass physical and people security aspects as well. It can 
stand alone, or be combined with ISO27001 to ensure a true and highest level of security controls.  

Combinations
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The Basics

Having no policies or procedures, but having all of the right software solutions to address cyber security.

Cyber Essentials (Basic)
Covering the five key areas, via self-certification and independent review - Firewalls, secure 
configuration, user access control, malware protection and patch management

Cyber Essentials Plus
Covering the five key areas, with independent penetration testing, remediation and technical 
demonstrable evidence.

PIMS
Personal Information Management System (PIMS) designed to demonstrate compliance with the GDPR 
and other data protection laws:

• Improve structure and focus of data privacy management
• Embed personal data management in your organisation’s culture
• Risk-based approach to data privacy management
• Continual Improvmeent to adapt to changes inside and outside the organisation
• Integrate with other leading standards for total GDPR compliance (such as ISO27001)

PCI-DSS
The Payment Card Industry Data Security Standard (PCI-DSS) is an information security standard for 
organisations that handle branded credit cards from the major card schemes.

Glossary of certifications
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20 Critical Controls

The Center for Internet Security (CIS) Top 20 Critical Security Controls (previously known as the SANS 
Top 20 Critical Security Controls), is a prioritised set of best practices created to stop the most pervasive 
and dangerous threats.  It covers:

• The basic controls - Inventory and control of hardware and software assets; continuous vulnerability 
management; controlled use of admin privilege; secure configurations; maintenance and monitoring 
and analysis of audit logs.

• Foundational Controls – Email and web browser protection; Malware defences; Limitation and 
controls of network ports, protocols and services; Data recovery capabilities; Secure configurations 
for network devices (firewall, server etc); Boundary defence; Data Protection; Controlled access 
based on ‘need to know’; Wireless Access Controls and; Account monitoring and control.

• Organisational Controls - Implementation of a security awareness training and programme; application 
software security; Incident response and management; penetration testing and red team exercises.

DSP Toolkit
The Data Security and Protection Toolkit (DPS Toolkit) is an online self-assessment tool that allows 
organisations to measure their performance against the National Data Guardian’s 10 data security 
standards. All organisations that have access to NHS patient data and systems must use this toolkit to 
provide assurance that they are practising good data security and that personal information is handled 
correctly.

Glossary of certifications
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10 Steps to Cyber Security

NCSC controls - This guidance is designed to help organisations protect themselves in cyber space. It 
breaks down the task of defending your networks, systems and information into its essential components, 
providing advice on how to achieve the best possible security in each of these areas - network security, 
user education and awareness, manage user privilege, incident management, monitoring, home and 
mobile working, secure configurations, removable media controls and malware protection.

ISO27001
ISO27001 is the international standard that describes best practice for an ISMS (information security 
management system) and addresses 114 ISO27001 Annex A controls, divided into 14 categories.

ISO22301
ISO22301 provides a framework to plan, establish, implement, operate, monitor, review, maintain 
and continually improve a business continuity management system (BCMS). It is expected to help 
organisations protect against, prepare for, respond to and recover when disruptive incidents arise.

ISO31000
ISO31000 is an international standard published in 2009 that provides principles and guidelines for 
effective risk management. It outlines a generic approach to risk management, which can be applied to 
different types of risks (financial, safety, project risks) and used by any type of organisation.

Embedded ISMS
An established, mature, information security management system, that has been tested and integrates 
a variety of standards and controls with people, process, technical controls implemented, monitored and 
continually improved.

Glossary of certifications
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CMMI

The Capability Maturity Model Integration (CMMI) is a proven set of global best practices that drives 
business performance through building and benchmarking key capabilities. CMMI best practices focus 
on what needs to be done to improve performance and align operations to business goals.

SOC 2
SOC 2 is an auditing procedure that ensures your service providers securely manage your data to 
protect the interests of your organisation and the privacy of its customers. For security-conscious 
businesses, SOC 2 compliance is a minimal requirement when considering a SaaS provider.

Incident Response
Incident response is an organised approach to addressing and managing the aftermath of a security 
breach or cyber attack, also known as an IT incident, computer incident or security incident. The goal is 
to handle the situation in a way that limits damage and reduces recovery time and costs.

SCRM ISO27036
ISO27036 (Information Security for Supplier Relationship) needed to implement supply chain risk 
management (SCRM)

PAS555
PAS 555 offers a framework that defines the outcomes of good cyber security practice. It extends beyond 
the technical aspects of cyber security to encompass physical and people security aspects as well. It 
can work on a stand-alone basis or can be integrated with existing protocols or standards.   Central to 
the framework is the requirement for a cyber security risk assessment.

Glossary of certifications
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